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Indledning

Denne vejledning beskriver, hvordan man tilkobler en Java-baseret web service (WS) til brug med
DMP's fgderale brugerstyringsl@sning ved brug af Sun Metro.

Vejledningen skal leeses i konteksten af den overordnede vejledning "Vejledning til fagsystemejere
omkring forlgbet for tilkobling af en applikation".

Vejledningen forudseetter at Java Metro benyttes til claims-enabling af web service’n. Denne
vejledning er saledes ikke brugbar, safremt man gnsker at anvende et andet API til claims-
enabling af web services.
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Forudsatninger for tilkobling af en Java-baseret web service og web

services klienter

Udviklingen af Java-baserede web services og web services klienter forudsaetter et godt kendskab
til Java (herunder Java Web). Det ma endvidere anbefales at der hersker en god forstaelse for
Netbeans og evt. Metro/Glassfish.

For mere information om disse teknologier henvises der til:
https://metro.java.net/2.3/
http://download.java.net/glassfish/4.0/release/glassfish-4.0.zip
http://download.netbeans.org/netbeans/8.0/final/bundles/netbeans-8.0-windows.exe

De praktiske krav

Det er valideret at det er muligt at tilkoble en Java-baseret WS med brug af Metro version 2.6-13,
Glassfish version 3:6-14.0 og Netbeans version 8.06-9. Erfaringen tilsiger at dette ikke udger
nogen garanti i relation til andre versioner end de naevnte, hvorfor det anbefales at benyttes disse
versioner indtil anden information matte fremkomme.

Bemaerk:Hvis du udvikler Java-baserede Web Services klienter er kravet i skrivende stund Metro
2.4-3 (dvs. 2.01 vil IKKE virke) i seneste promoted build:
http://java.net/projects/metro/downloads/directory/promoted

Metro 2.4-3 leveres automatisk med den seneste promoted version af Glassfish i version 34.04:
http://dic.sun.com.edgesuite.net/glassfish/4.0/promoted/

Der kraeves ligeledes, at Java Cryptography Extensions er installeret pa serveren eller klienten
som anvender services.
http://www.oracle.com/technetwork/java/javase/downloads/jce-7-download-432124.html

Vejledningen til at koble web services op mod DMP er den samme om man veelger Glassfish
3:14.0 og Metro 2.3%.

Det udviklede Java WS sample er naturligvis baseret pa ovennaevnte versioner.

Certifikaterne er din storste fejlkilde

Nar man ser bort fra deciderede kodefejl i selve WS'en og WS-klienten, sa er brugen og
konfigureringen af certifikater den absolut stgrste kilde til fejl i forbindelse med claims-enabling af
en Igsning.

Derfor anbefales det pa det kraftigste at at udviklere savel som infrastrukturfolk er meget
omhyggelige pa denne kant, idet langt stgrsteparten af de fejl og problemer, der forekommer i
relation til claims-enabling, viser sig at udspringe i og omkring certifikaterne.
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https://metro.java.net/2.3/
http://download.java.net/glassfish/4.0/release/glassfish-4.0.zip
http://download.netbeans.org/netbeans/8.0/final/bundles/netbeans-8.0-windows.exe
http://java.net/projects/metro/downloads/directory/promoted
http://dlc.sun.com.edgesuite.net/glassfish/4.0/promoted/
http://www.oracle.com/technetwork/java/javase/downloads/jce-7-download-432124.html

Tilkoblingen af en Java-baseret WS
Sikkerheden for Web Services pa DMPs AD-FS-2.0ldenitfy STS-lgsning er baseret pa felgende
standarder:

WS-Trust 1.3

Message-baseret sikkerhed (dvs. HTTP-transport med message-baseret kryptering og signering)
SAML 1.1 eller SAML 2.0 tokens. Det skal aftales i forvejen med DMP, hvilken type tokens, der
anvendes.

Der anvendes symmetriske nggler til kryptering

Key size er 256

Algorithm suite er Basic256

Security Header Layout er Lax

Der kan autentificeres med AB-FSSTS’en med User Name. Brugernavn og adgangskode skal mappe
op mod en bruger oprettet i Danmarks Miljgportals administratorlgsning

Der kan autentificeres mod AD FS’en med x509. X509 certifikatet skal udstedes af DMP og mappe
op mod en bruger oprettet i Danmarks Miljgportals administratorlgsning

Der anvendes ikke service certificate negotiation mod AB-FS-2-0ldentify STS’en

Der er frit valg om der anvendes service certificate negotation mod Web Services

Der er frit valg om der anvendes Secure Conversation mod Web Services. Bemaerk dog at for Java
er det deaktiveret i samples pga darlig kompatibilitet mellem .NET og Java, nar det kommer til
Secure Conversation. Det anbefales saledes at undga Secure Conversation indtil videre.

End points for DMP's STS er angivet nedenfor:

User name authentication

http://log-in.miljoeportal.dk/agfsruntime/services/trust/1314/username (produktionsmiljg)
http://log-in.test.miljoeportal.dk//runtimeadfs/services/trust/1214/username (testmiljg)

X509 authentication

http://log-in.miljoeportal.dk/adfsruntime/services/trust/1314/certificate (produktionsmiljg)

http://log-in.test.miljoeportal.dk/adfsruntime/services/trust/1314/certificate (testmiljg)

https://log-in.miljoeportal.dk/agfsruntime/services/trust/mex (produktionsmiljg)

https://log-in.test.miljoeportal.dk/adfsruntime/services/trust/mex (testmiljg)

Bemaerk at samples’ne som udgangspunkt er bygget til brug med

produktionssystemetiestsystemet. De vil dog naturligvis kunne tilpasses til at bruge testsystemet
produktionssystemet blot ved at udskifte URL’erne (og evt. certifikater) pa end points’ne.

Det anbefales sa vidt muligt, at udviklerne tager udgangspunkt i de medfglgende samples, nar der
oprettes nye WS'er. De mange opsaetningsmuligheder i Java vil ellers hurtigt kunne risikere at
gere det til en uoverskuelig opgave at konfigurere alt det ovenstaende i handen.
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http://log-in.miljoeportal.dk/runtime/services/trust/14/username
http://log-in.test.miljoeportal.dk/runtime/services/trust/14/username
http://log-in.miljoeportal.dk/runtime/services/trust/14/certificate
http://log-in.test.miljoeportal.dk/runtime/services/trust/14/certificate
https://log-in.miljoeportal.dk/runtime/services/trust/mex
https://log-in.test.miljoeportal.dk/runtime/services/trust/mex

Sadan kobles WS'en op mod DMP

Der er kun en enkelt fysisk forudsaetning for tilkoblingen af en Java-baseret web service. Der skal
foreligge et X.509-certifikat fra en offentlig CA. Dette X.509-certifikat skal benyttes til encryption pa
WS'en.

Hver enkelt web service, der kobles op mod DMPs AB-ES-2.8ldentify STS skal saledes vaere
udstyret med et sadant unikt certifikat.

Hvis der benyttes x509 til ogsa at autentificere mod AB-FS-2.0]dentify STS’en kraever det dog
tillige at der er udstedt et certifikat fra DMPs egen PKI.

Trin 1: Anskaffelse af det negdvendige certifikat
Der skal erhverves et certifikat til hver WS:
o Et certifikat til kryptering af beskeder mellem DMP og web servicen. Dette certifikat er ikke
at forveksle med SSL-certifikatet, idet certikatet benyttes til at gare det muligt for STS'en at
kryptere beskeder, som kun servicen kan laese.

Som nzevnt i vejledningen: "Vejledning til fagsystemejere omkring forlgbet for tilkobling af en
applikation” skal encryption certifikatet overleveres til DMP uden den private nggle. Dvs. DMP skal
have certifikatets public key-del.

Applikationens krypteringscertifikat

Krypteringscertfikatet skal erhverves hos en offentlig og anerkendt CA. Vi anbefaler isger
http://www.godaddy.com, da de er godkendte i alle stgrre browsere og er markant billigere end de
store spillere sdsom Verisign og Thawte. Vi anbefaler tilsvarende at dette erhverves som et
almindeligt SSL-certifikat.

Det skal som naevnt ikke bruges til SSL, men SSL-certifikaterne er generelt billigst, og de deekker
de behov et certifikat skal opfylde for at kunne benyttes som krypteringscertifikat. Modsat et
certifikat der benyttes til SSL-trafik, sa skal dette certifikat ikke vaere udstedt til et bestemt common
name. Common name er ligegyldigt for krypteringscertifikatet. Vi anbefaler dog stadig, at der
veelges et sigende common name for certifikatet (f.eks.
CN=<applikationsnavn>encryption.<organisationsnavn>.dk).

Trin 2: Konfiguration af WS'en
Konfigurationen af WS'en til brug op mod DMPs STS er beskrevet i naeste afsnit.

Information omkring sikkerhedsrelateret logning

Claims er konsistente og valide repraesentationer af brugeren, der er logget ind via STS'en, som i
vort tilfaelde er DMP's fgderale brugerstyring. Claims overfgres til applikationen ved hjeelp af sikre
offentlige standarder, der garanterer for at overleveringen af claims til applikationen er sikker og
palidelig.

Hvis applikationen benytter sig af sikkerhedsrelateret logning kan brugerens claims saledes fint
benyttes i denne sammenhaeng. Der er med andre ord ikke nogen forskel pa logning i et federalt
scenarie relativt til et traditionelt brugerlogin. Det er dog naturligvis vitalt at man tilsikrer at
logningen som minimum indbefatter de claims, der sikrer at der kan ske en entydig identifikation af
brugeren til et hvilke som helst senerekommende tidspunkt (dvs. logningen skal indbefatte en unik
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http://www.godaddy.com/

identifier sdvel som de n@dvendige informationer, der gar det muligt at finde tilbage til hvem denne
unikke bruger var).

Step-by-step eksempel pa tilkoblingen af en Java-baseret WS
Folgende step-by-step guide beskriver, hvordan du opsaetter og konfigurerer en Metro-baseret
Web Service, der er baseret pa Netbeans.

Beskrivelsen tager delvist udgangspunkt i den .Net-baserede solution
(BrpAdfs2DotNetSamplesDmpldentifyDotNetSamples.sin), der er udarbejdet til brug for
vejledningen omkring tilkobling af en .Net-baseret web service, i og med at den benytter den .Net-
baserede web service-klient fremfor at rumme en Java-baseret WS-klient. Java servicen skal
bygges fra bunden i denne step-by-step guide for at garantere at servicen bliver korrekt bagt ind i
Glassfish web serveren.

Nar disse trin er udfert vil du have en kerende Java Metro-baseret Web Service pa din egen
maskine samt en .NET unit test (dvs. i al praksis en minimal WS-klient), der rekvirerer et token fra
DMPs AB-ES-2.0ldentify STS og pahaefter det et kald til Java WS'en.

1. Abn solution’en i Visual Studio 2010

@0 DmpAdfs2DotNetSamples - Microsoft Visual Studio (Administrator) E@ﬁ]
- P

File Edit View Project Build Debug Team Data JTools VMware Architecture Test ReSharper Apalyze Window Help
TGS R - - 4| b [Debug -|[any cPU «|| [# |brugerhentalle -

Solution Explorer > X

2| Ela

| ; Solution 'DmpAdfs2DotMetSamples’ (4 projects) -

4 ¢ Solution Items
&) DMP CA (TEST).cer
;] DMP CA.cer
ﬂ_ﬁ DMPSTStest client certificate (TEST).pfx
/%) DMPSTStest client certificate,pfx
&) dotnetsampleservice-encryption.dk.cer
E dotnetsampleservice-encryption.dk.pf
@] dotnetsamplewebapp-encryption.dk.cer
ﬂj dotnetsamplewebapp-encryption.dk.pfx
g javasampleservice-encryption.dk.cer
@] | keystorejks
@|%| MicroseftldentityModel.dll
@ %] nunitframework.dll
&) ocesca.cer
&5 ccessystemtestca.cer
8| Password til PFX.txt
g servicecommunication.miljoeportal.dk.cer
&) servicecommunication.testmiljoeportal.dk.cer
2] tokensigning.miljoeportal.dk.cer
Gl tokensigning.test.miljoeportal.dk.cer

> 8.7 DotNetSamples.Common
» a5 DothetSamnalecService
BRI (27 Properties W% Team Explorer B2 C

X0G|00) . J210|dig ;A 8

m

Find Results 1 I} Error List B Output F§, Pending Changes
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2. Certifikaterne “dotnetsampleservice-encryption.dk.pfx’;“BDMPSTStest client-certificate-pfx”
(password: pw) eg—BMPSTStestclient-certificate{(FEST)-pfx{(password:-—pw)-installeres i Local

Machine -> Personal:
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-
ﬁ Consolel - [Conscle Root\Certificates (Loc_:al Computer)\Personal\Certificates]

= [ B [ |
- 9
E File Action View Favorites Window Help iluilm
=ENRCEREY

| Console Root docrieclilin
4 Eﬁ] Certificates (Local Computer)
4 [ 7] Personal

ertificates | Mare..
i+ | Trusted Root Certification Ay
> [ Enterprise Trust
1+ | Intermediate Certification Av @DMPSTSte;t DMERCA D206, 21 More... »
1 [ Trusted Publishers ?ﬁDMPSTSteSt DMP CA 02-08-2011
i+ [ Untrusted Certificates ?ﬁdotnetsampleservice—encrypt\o..‘ Root Agency 01-01-2040
| Third-Party Reot Certificatiol
1> 2] Trusted People
i+ 7] Other People
> | Homegroup Machine Certifis
i | Certificate Enrollment Reque
| Smart Card Trusted Roots
1> ] Trusted Devices

Issued By Expiration Date || Actions

-

q 1 | rl e 1 F

Personal store contains 28 certificates.
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Consale1 - [Console Root' Certificates {Local Computer)|Personal’ Certificates]

File Action View Favorites ‘Window Help

e 2w & oIX0 =3
| Console Raat

= g Certificates (Local Computer)

= ] Personal

_| Certificates

= ] Trusted Root Certification Autharities

~| Certificates
~ Enterprise Trust

Issued To &

Expiration Date
1/1/2040

Intermediate Certification Authorities
~| Trusted Publishers

Untrusted Certificates

Third-Party Rook Certification Authorities
Trusted Peaple

Other Peaple

_| Remate Desktop

_| Certificate Enrollment Requests

_| Smart Card Trusted Roots

_| Trusted Devices

~ windows Live 10 Token Issusr

<1 | : _ILI

‘Personal store contains 55 certificates,
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3. Certifikaterne: “servicecommunication-miljoeportal-dk-cerlog-in.test.miljoeportal.dk signing.cer’;
“tokensighing-testmilioeportal-diceer™” installeres i Local Machine -> Trusted People

~
Consolel - [Console Root\Certificates (Local Computer)\Trusted People\Certificates] E@g

File Action Miew Favorites Window Help - ||| =

| Console Root Issued To = Issued By Expiration Date  * || Actions

4 @ Certificates (Local Computer) Certificates

» [ | Personal

4[] Trusted Root Certification Ad mDanrﬂarks Miljgportal Digital M... TDC OCES CA 17-09-2012 . More.. » I
| Certificates

» 7| Enterprise Trust

3 Intermediate Certification Al

o [ Trusted Publishers [5/PB Consult v/Peter Flemming B... TDC OCES Systemtest CA T 02-06-2012

o [T Untrusted Certificates Sl servicecommunication.miljoep... Go Daddy Secure Certification Au...  14-06-2015 E

| Third-Party Root Certificatiol 5 servicecommunication.test.milj... Go Daddy Secure Certification Au...  23-04-2015

N

| Trusted People
| Certificates
| Other People

| Homegroup Machine Certifi|

| Certificate Enrollment Reque|
| Smart Card Trusted Roots L=
| Trusted Devices

< i, | || o]

m 3

Trusted People store contains 19 certificates.

Certificates]

Action ew  Favorites  window  Help

.
le= 2= 4 5 IRE =H

" Consale Raot Issued To_~ [ 1ssued B | Expiration Date__ |
= g Certificates (Local Computer) o
= [ Persanal -
| Certificates - —

[= ] Trusted Root Certification Autharities
| Certificates
| Enterprise Trust
| Intermediate Certification Authorities
| Trusted Publishers
| Untrusted Certificates
| Third-Party Root Certification Autharities
| Trusted People
| Certificates
| COther People
| Remate Deskkop
| Certificate Enrollment Requests -
| Smart Card Trusted Roats
| Trusted Devices
| Windows Live ID Token Issuer

|Trusted People store contains 26 certificates.
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4. Certifikaterne "DMP CA.cer-og"BMP-CA{FEST)cer™ installeres i Local Computer -> Trusted | Formatted: English (United States)

Root Certification Authorities:
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-
= ] S i - ==
ﬁ Co{’lsolel [Ccmso[f RDDt\CErtIﬁE‘atEE (Lo:al Eompuber‘lil'rusted Root Certification A\.vlhontles\Cerii"T(:ates]J -
| E File Action View Favorites Window Help Hli"il

[] Console Root Issued To Issued By Expiratior * || Actions
4 Eﬁ] Certificates (Local Computer)
4 [ ] Personal
[ Certificates

4 [ Trusted Root Certification At

| Certificates -
] Enterprise Trust More... »
[ Intermediate Certification Av
] Trusted Publishers ‘
7 Untrusted Certificates A T T N T TR T
| Third-Party Root Certificatiol Elomp ca DMP CA 02-08-20:
[ Trusted People @ DMP CA DMP CA 02-08-20
7| Other People
| Homegroup Machine Certifi|
|| Certificate Enrollment Reque
[ Smart Card Trusted Roots
i+ ] Trusted Devices

mn

TV VT YWYV VW T

« 1 (SN m +

Trusted Root Certification Authorities store contains 39 certificates.
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Consolel

File Action View Favorites ‘Window Help

e 7@l 4 XE = HE

| Console Raat
= g Certificates (Local Computer)
=[] Personal
_| Certificates
= ] Trusted Root Certification Autharities
| Certificates
| Enterprise Trust
Intermediate Certification Authorities
~| Trusted Publishers
Untrusted Certificates
Third-Party Rook Certification Authorities
~| Trusted Peaple
| Certificates
_| Other Peaple
_| Remate Desktop
_| Certificate Enrolment Requests
_| Smart Card Trusted Roots
| Trusted Devices
~| Windows Live 1D Token Issuer

Issued To +

| Issued B | Expiration Diabe &

[Trusted Root Certification Authorities stare contains SO certficates.
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5. sampleKkeystore.jks-filen kopieres til default domeenet i Glassfish. | dette eksempel bruger vi
"domain1”. Denne fil indeholder det certifikat med private key som web servicen skal bruge.
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& config

File Edit Wiew Favorites Tools  Help

@Back @ Q lﬁ pSearch H’;‘ Falders v

Address |32 Ci\glassfishy3glassfishidomainsidomain1config v| Go
- Mame Size | Type Date Modified
File and Folder Tasks > 3

Other Places

Details

4KB JKSFile 7l22/2010 2:24 PM

Type: JKS File Date Modified: 7/22/2010 2:24 PM Size: 3.41 KB 3.41 KB a My Computer J

[ Formatted: Danish
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| | . = glassfish-4.1 - glassfish = domains = domainl - config - I Search config [.‘]
Organize ¥ ,  Open ¥  Mew folder - E] (7]
I Favotites REm = Diate madified | Type | Size | |
Bl Deskiop
g Downloads

= Recert Places

A Libraries
3 Documents
J’- Music
| Pictures

B videns

18 Computer
&2, Lacal Disk (C:)

i?i_nl Metwork

samplekeystorejks Date modified: 3/11/2015 12:44 PM Date created: 3/11/2015 1:06 PM
JKS File Size: 2,05 KB
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6. Netbeans abnes og der oprettes et nyt Java Web projekt.

New Project

ES)

Steps Choose Project
1. Choose Project Categories: Projects:
%o ooo ) Java @ Web Application
o &) Web Application with Existing Sources
) JavaEE &% Wweb Free-Form Application
T3 Java Card
3 JavaME
3 Maven
) Groowy
L) MetBeans Modules
=) Samples
Descripkion:
Creates an emplty Web application in a standard IDE project. & standard project uses an IDE-generated
huild script to huild, run, and debug wour project.
/.' L

‘ New Project E
Steps Choose Project
1. Choose Project Q, Filter: I
- L
Cateqaries: Projects:

Java @ Web Application

JavaFy @ Wweb Application with Existing Sources
&%, Web Free-Farm Application

Java EE
HTMLE
Maven

NetBeans Modules

Samples

Descripkion:

Creates an empty Web application in a standard IDE project. A standard project uses an
IDE-generated build script to build, run, and debug your project,

< Back | Mexdt = I Eimish Cancel Help

7. Tryk Next.
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New Web Application

Steps MName and Location

1. Choose Project

2. Name and Location
3. Server and Settings

4, Frameworks

Project Mame: |DmpndFsZJavaSamplas |

Project Location: |C:1,Documents and SettingshadministratoriMy DocumentsiMetBeansProjects | [ Browse. ..

Project Falder: |Settings\Administrator'l,My DocumentsiNetBeansProjecks\Dmpadfs2JavaSamples |

[[] Use Dedicated Folder for Storing Libraries

Different users and projects can share the same compilation libraries {(see Help
for details).

Set as Main Project

0 Project Folder already exists and is not empty,

Steps Name and Location

1. Choose Projeck
2. Name and Location

3. Server and Settings Project Location: |Jeteam.c0m'l,Pr0jekter i Danmarks MiljigportaliIdentify Samplesiava Browse... |
4, Frameworks

Project Mame: |DMPIdentiFySampIes

Project Folder: I i Danmarks MiljgportaliIdentify Samples)JavalDMPIdentifySamples

[ Use Dedicated Folder For Storing Libraries

Libraties Folder: I Browse, .,

]

Different users and projects can share the same compilation libraries
(see Help For details),

< Back | Mext = I Einish Cancel Help
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8. Tryk Next
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B New Web Application

Steps Server and Settings

Chaose Project Add to Enterprise Application:
Mame and Location

iy

Z

3. Server and Settings -

4, Frameworks Server: GlassFish Server 3 3

JavaEE Yersion: Jawa EE 6 Web »
[[] Enable Contexts and Dependency Injection

Context Path:  |/DmpAdFszJavaSamples

[ < Back ] I Mext = I [ Einish ] [ Cancel ] [ Help ]
ew Web Application
Steps Server and Settings
1. Choose Project &add to Enterprise Application: |<None> LI

2. MName and Location
3. Server and Settings
4. Frameworks Server:

Jawa EE Yersion: IJa\-'a EE 7'Web l

Context Path: |,|’DMPIdentiFySampIes

< Back | Mext = I Einish Cancel Help
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9. Tryk Finish.
New Web Application

Steps Frameworks

1. Choose Project Select the frameworks you wank to use in your web application,
2, Mame and Location -

3. Server and Settings [ Spring Wb MyC

4. Frameworks [ JavaServer Faces

[ struts 1.3.8
[ Hibernate 3.2.5

I Finish I [ Cancel ] [ Help
ew Web Ap, B

Steps Frameworks
1. Choose Project Select the Frameworks you want ko use in your web application.
2. Mame and Location
3. Server and Settings [T Spring web MyC -
4. Frameworks [~ JavaServer Faces

[T Struts 1,3.10

[~ Hbernate 4.2.6 =l

< Back Text = | Einish I Cancel Help
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10. Hajreklik pa projektet, veelg New Web Service... og tryk Finish.
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New Web Service [‘5_<

Steps Name and Location

1. Choose File Type ‘Wb Service Name: |JavaSampIes

2. MName and Location

Project: |DmpAdF52JavaSampIes

Location: |Source Packages

Package: |c0m|

(%) Create Web Service from Scratch

() Create Web Service from Existing Session Bean

Enterprise Bean:

[ Implement Web Service as Stateless Session Bean

0 The file JavaSamples.java already exists,

Erowse. ..

Mexk =

Einish
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Steps Name and Location

1. Choose File Type

) ‘Web Service Mame: IJavaSampIes
2. Name and Location

Project: IDMPIdentiFySampIes

Locakion: ISource Packages - |

Package: I o LI

{* Create Web Service from Scratch

(" Create Web Service from Existing Session Bean

Enterprise Bean:

[~ Implement Weh Service as Stateless Session Bean

< Back Iext = | Einish I Cancel Help
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11. Hejreklik paA Web Servicen "JavaSamples”, veelg Edit Web Service Attributes... og
Seet “Version Compatibility” til “.NET 3.5 / Metro 1.3 (requires METRO 1.3 or higher)”

- Seetvinge i “Secure Service”
- Veelg “STS Issued Endorsing Token” i “Security Mechanism”
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Configure security, reliability and other WS-* features in the 'Quality OF Service' tab, Press F1 on a header For details specific

ta its seckion,

Quality OF Service |

|

H JavaSamplesPortBinding

wersion Compatibility: | JMET 3.5/ METRO 1.3 (requires METRO 1.3 or higher)

[] Optimize Transfer OF Binary Data {(MTOM)

[] Reliable Message Delivery

Deliver Messages In Exact Order

Advanced, .,

SecuUre Service

Security Mechanism: | STS Issued Endaorsing Token

“ [ Configure. ..

Random symmetric key For integrity and confidentiality protection, requests endorsed by an issued token From
a designated 5TS. Message integrity and confidentiality protected using ephemeral key encrypred For the
service, Service requires messages to be endorsed by a SAML Token issued by a designated 575,

[[] Use Development Defaults

’ Keystore.., ][ Truststore, ., ] kerberos, .,

’ ‘alidators,,. ][ Advanced.., ]

Ack As Secure Token Service (3TS) Configure, ..

[ Allaws TCR Transport
[[] Disable Fast Infoset

(o4 H Cancel ][ Help
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JavaSamples

Configure security, reliability and other Ws-* Features in the 'Quality OF Service' tab, Press F1 on a header for details specific
toits section,

Cuality OF Service I

= JavaSamplesPortBinding

Yersion Compatibility: I.NET 3.5 METRO 1.3 {requires METRO 1.3 or higher) LI

[ Optimize Transfer OF Binaty Data (MTOM)

[~ Reliable Message Delivery
I™ Deliver Messages In Exact Order

Advanced.. . |

¥ Secure Service

Configure. ..

R.andom symmetric key for integrity and confidentiality protection, requests endorsed by an issued token From
la designated 5T3. Message integrity and confidentiality protected using ephemeral key encrypted for the
service. Service requires messages ko be endorsed by a SAML Token issued by a designated 5T5.

Security Mechanism:

¥ Use Development Defaulks

Keystore... | Truststore, . | Kerberos. .. |

Yalidatars. .. | Adyanced. .. |

[T &ck &5 Secure Token Service (STS) Configure, .. |

|»

—— s jid|
[s]'q I Cancel | Help |
12. Tryk pa Configure... og
- Indtast http://log-in.test.miljoeportal.dk/adfsruntime/services/trust/2314/username i “Issuer [Field Code Changed

Address” (bemaerk, at her skal URL’en til det tilsvarende end point i testmiljget anvendes, safremt

Igsningen skal benyttes op mod dette)

- Indtast https://log-in.test.miljoeportal.dk/runtimeadfs/services/trust/mex i “Issuer Metadata [Field Code Changed
Address” (bemaerk at her skal URL’en i givet fald udskiftes til det tilsvarende end point i testmiljpet

)
- Vealg1.1i“Token Type”

- Velg Symmetric Key i “Key Type”

- Velg 256 i “Key Size”

- Velg Basic 256bit i “Algorithm Suite”
- Velg Lax i “Security HeaderLayout”

- Seetvinge i “Require Derived Keys for x509 Token”, “Require Derived Keys for Issued Token”,

“Require Signature Confirmation” og “Encrypt Signature”

og tryk OK
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http://log-in.test.miljoeportal.dk/runtime/services/trust/14/username
https://log-in.test.miljoeportal.dk/adfs/services/trust/mex

W STS Issued Endorsing Token

Issuer Address:

|1tt|:n:,l',l'|ogin.miljoeportal.dk,l'adFs,l'service,l'trust,l'l3,|'username |

Issuer Metadata Address; |https:,l',l'login.miljoeportal.dk,l'adfs,l'services,l'trust,l’mex

Token Type: | 1.1 w |
Key Type: |Svmmetric Kew L |
Key Size: |256 w |
algorithm Suite: |Basic 256hit W |
Security Header Layvaut: |Lax b |

Require Derived Keys For X509 Token
Require Derived Keys For Issued Token

Reqguire Signature Confirmation

Encrypt Signature
D Encrypt Before Signing

[ Establish Secure Session (Secure Canversation)

3

i [ Cancel

‘ 5715 Issued Endorsing Token E3

Issuer Address:

Ime,l'services,l’trust,l'l4,l'username

Issuer Metadata Address; II.dk,l'runtime,l'services,l'trust,l'mex

Token Type: |1.1 j
Keyv Type: ISymmetric Kew j
Key Size: |256 d|
algorithm Suite: IBasic 256kit

Security Header Lawout: ILax

¥ Require Derived Kevs for X509 Token
v Require Derived Keys For Issued Token

[
[

[ Establish Secure Session (Secure Conversation)

I~ Require Derived Keys For Secure Session
v Require Signature Confirmation
|

[ Encrypt Before Signing

[ 1]

Cancel
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13. Tryk pa Truststore, verificer at truststore peger ned pa "cacerts.jks” under default domain for

Glassfish og tryk OK

® Truststore Configuration

&

Location: |c: \glassfishe3glassfishidomainsydomain1configicacerts. jks

H Erowse. .. ]

Trustskore Password: |uuuu| |

Certificate Selectar: |

H Erowse. .. ]

[ o

H Cancel ]

‘ Truststore Configuration

Location:

Trustskore Password: I********

;I Load Aliases |

fAligs: I

IC:'I,Program Files\glassfish-4., 11glassfishydomains'domain 1 yconfigicacerts, jks

Certificate Seleckor: I

o]

Browse. ., |

Browse. .,

Cancel |

14. Tryk pa Keystore..., verificer at keystore peger ned pa "keystore.jks” under default domain for
Glassfish (dassword til bade keystore og key password er i denne sample: “changeit”), veelg

“javasampleservice-encryption” under Alias og tryk OK
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L | Keystore Configuration E|

Location: ;hv3‘|,g|assFish'l,domains'l,domain1'\config'l,keystore.jks||[ Browse.., ]

Keystare Password: |uuuu |

alias: |javasampleservice—encrvption v| [ Load pliases ]
ke Password: |uuu.. |
alias Selectar Class: | | [ Browse... ]

[ Ok ” Cancel ]

‘ Keystore Configuration

Location; I;IassFish'l,dDmains'l,domain 1iconfigisamplekeystore, jks Browse, ., |

Keystore Password: I********

Alias: I wasampleservice-encryption. dk LI

Kew Password: I

alias Selectar Class: I Browse. .. |

oK | Cancel |

15. Dobbelklik pa sevicen "JavaSamples” og indszet felgende kodestump. Bemeerk i highlight, at

der skal bruges SOAP 1.2 pa servicen:
package com;

import javax.jws.WebMethod;
import javax.jws.WebService;
import javax.xml.ws.BindingType;

/**

*

* @author Administrator
*/

@WebService()

@BindingType(value="http://java.sun.com/xml/ns/jaxws/2003/05/soap/bindings/HTTP/")

public class JavaSamples {

@WebMethod
public String HelloWorld()
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A{ [ Formatted: English (United States)

return "Hello world!";

16. Der skal nu importeres certifikater certifikater til cacerts.jks-filen under default domain pa
Glassfish.
| denne sample tager vi udgangspunkt i at Glassfish er installeret i C:\Program Files\glassfish-

4.1C\glassfishv3- og default domain derfor bor i C:\Program Files\glassfish-
4.1\glassfishC\glassfishv3\glassfish\domains\domain1. Alle certifikaterne der skal importeres
ligger i den medfglgende Visual Studio 2010 solution under ”External References”. Vi bruger Java
keytool (en del af Java SDK’en) til at importere certifikaterne:

o DMP AB-ES-2-0ldentify Signing certifikat (PROBUKFHONTEST): [Formatted: English (United States)

keytool -import -alias dmp-adfs2identify-signing -file tekensigninglog-
in.test.miljoeportal.dk.cer -keystore

C:\glassfishv3glassfishv4\glassfish\domains\domain1\config\cacerts.jks

e—PMP-ABFS 2.0 Signingcertifikat{FESTH: [Formatted: English (United States)

17. Projektet kompileres og deployes
Glassfish svarer i sin log, at servicen er deployeret. Bemaerk, at URL’en skal vaere praecis som

angivet her fgr at der kan udstedes tokens til servicen. Hvis du fglger guiden slavisk vil servicen
komme ud pa fglgende adresse:
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utput ¥ = 'Tasks

GlassFish Server 3 x| Dmpadfszlavasamples (run-deploy) =

INFO: W2000l8: Webservice Endpoint deployed L
u) JavaSamples listening at address at http://localhost: 20280/ DuplAdfsZJavalanples/JavalanplesService
INFO: Loading application DnpldfsZJavaSamples at Dmpldfsflavaianples
‘il INFO: Loading application DumpldfsZJavaSamples at (DmpldfsZJavaSamnples
@ INFO: Loading application DnpldfsZJavaSamples at Dmpldfsflavaianples
INFO: DmphdfsZJavaSamples was successfully deployed in 291 milliseconds.
v

| Formatted: Danish

A
Output X
DMPIdentifySamples {run-deploy) x | GlassFish Server 4.1 x
Info: Webserwice Endpoint deployed RegistrationRequesterPortTypePortImpl
listening at address at http://dew:9080/_ wstx-services/RegistrationRequesterPortTypell.
[EF] Info: Webservice Endpoint deployed ParticipantPorcTypePortTmpl
listening at address at http:/fdev:B8080/_ wstx-services/ParticipantPortTypell.
= Info: Webservice Endpoint deployed RegistrationPortTypeImpl
@ listening at address at http://dev:8080/_ wstx-services/RegistrationPorcTypeRPC.
Info: Webservice Endpoint deployed CoordinatorPortTypelmpl
listening at address at http://dev:9080/_ wstx-services/CoordinatorPortType.
Info: Webservice Endpoint deployed CoordinatorPorcTypelortTmpl
listening at address at http://dev:8080/_ wstx-servicessCoordinatorPortTypell.
Info: Loading application [wstx-services] ac [/_ wstx-services]
Info: WE-TX Serwices successfully started.
Warning: Generating non-standard WSDL for the specified binding
Info: WSPS5018: Loaded WSIT tnnlf curation from file: jndi:/server/DMPIdentifySamnples/WEB-INF/wsit-con. JavaSauples. xml.
Info: Loading application [DMPIdentifySamples] at [/DMPIdentifySamples]
Info: DMPIdentifySauples was successiully deploved in 3,340 milliseconds.
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18. Ga over i .NET solution’en og ker unit tests’ne for Java servicen (bemaerk, unit tests for Java er
foldet ud pa skaermbilledet)

Unit Test Explorer * O X
= |k I = ¥ 7l | Group by:

Projects and Mamespaces  +

EHE

= {} DotNetSamples, Tests (7
[ @ DothetTests (7 fesis
1§ GetTokenTests (2 7

i)

- () TestCanReceiveTokenWithlserNameAuthentication

i (@ TestCanReceiveTokenWithX503Authentication

B ® JavaTests (7 fests)
L () TestCanCallJavaServiceWithTokenFromUserMameAuth
() TestCanCallJavaServiceWithTokenFromX503Auth
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Sadan kobles Web Services klienter op mod Web Services der anvender
DMP

Forudsaetningerne for at koble en Java-baseret Web Services klient op mod en Service under
DMPs AD FS 2.0 er fglgende.

1) Du er blevet udleveret public key certifikatet for servicens krypteringscertifikat

2) Du er blevet udleveret med en WSDL-adresse for den service du kobler en klient op mod

3) Dueribesiddelse af de medfglgende .NET samples til fagsystemejere som indeholder de
ngdvendige certifikater til DMP’s AD FS 2.0-I@sning

Som naevnt i forudsaetninger for tilkobling gverst i dokumentet er kravene for at ssette en Java-
baseret klient i luften mod en service under DMP, at der anvendes Glassfish 3.1 og Metro 2.1 i
seneste promoted builds.

Step-by-step eksempel pa tilkoblingen af en Java-baseret web services
klient

Folgende step-by-step guide beskriver, hvordan du opsaetter og konfigurerer en Java-baseret Web
Services klient, der er baseret pa Netbeans.

Beskrivelsen tager delvist udgangspunkt i den .Net-baserede solution
(DmpAdfs2DotNetSamples.sin), der er udarbejdet til brug for vejledningen omkring tilkobling af en
.Net-baseret web service, i og med at den benytter certifikaterne der fglger med i samples’ne.

Nar disse trin er udfgrt vil du have en kegrende Java-baseret Web Services klient pa din egen
maskine, der rekvirerer et token fra DMPs AD FS 2.0 og pahaefter det et kald til Web Service under
DMP.
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1. Abn Netbeans og vaelg New Project
2. VelgJava Web -> Web Application:
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— -— ™
0 New Project e — ﬂ
Steps Choose Project
1. Choose Project Categories: jects:
2 . ) Java = MWeb Application
..... ) JavaWeb &) Web Application with Existing Sources
Java EE % Web Free-Form Application
L Java Card
----- L JavaME
----- L Maven
) Groowvy
L) NetBeans Modules
G- ), Samples
Description:

Creates an empty Web application in a standard IDE project. A standard project uses an
IDE-generated bwild script to build, run, and debug your project.

< Back
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New Project E

Steps Choose Project
1. Choose Project Q, Filker: |
b L

Categories: Projects:

Java
JavaFy (0 Web Application with Existing Sources
Java ‘Web &% Web Free-Form Application

JavaEE

HTMLS

Maven

MNetBeans Modules

Samples

Description:

Creates an empty Web application in a standard IDE project, A standard project uses an
IDE-generated build script to build, run, and debug vour project,

= Back | Mext = I Einish Cancel Help
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3. Navngiv projektet
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r ~
) New Web Application - - ﬁ

Steps Mame and Location

1. Choose Project Project Mame:  |DmpAdfs2JavaSample

2. Name and Location

3. Server and Settings Project Location: |C:\Users\Jesper\DocumentsiNetBeansProjects
4., Frameworks

Project Folder: | 2:\Users\Jesper\DocumentsNetBeansProjects \DmpAdfs2Javasample

[] Use Dedicated Folder for Storing Libraries

Libraries Folder:
Different users and projects can share the same compilation libraries
(see Help for details).

Set as Main Project
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New Web Application

Steps Name and Location

1. Choose Project Project Mame: IDmpIdentiFyJavaSampIe|

2. Mame and Location

3. Server and Settings Project Location: IC:'l,Users'l,Administrator.MBSDKINT'l,Documents'l,NetBeansProjects Browse. ..
4, Frameworks

Project Folder: I'.MBSDKINT'!,Documents'l,NetBeansProjects'l,DmpIdentiFyJavaSampIe

|~ Use Dedicated Folder For Storing Libraries
Libraties Folder: | Browse, .. |

Different users and projects can share the same compilation libraries
(see Help For details),

< Back | Mext = I Einish Cancel Help
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4. Vealg Glassfish 2-2-sServeren_hvor web applikationen der huser klienten skal hostes pa
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New Web Application

Steps Server and Settings

1. Choose Project

2. Mame and Location

3. Server and Settings
4, Frameworks Jerver:

Java EE Version: IJava EE 7 Web + l

Context Path: I,I'DmpIdentiFyJavaSample

Add to Enterprise Application: |<N0ne> LI

< Back | Mext = I Finish Cancel | Help |

=
O New Web Application

Steps Server and Settings

1. Choose Project

2. Name and Location

3. Server and Settings
4

Frameworks Server: | GlassFish Server 3.1 -

Java EE Version: |Java EE 6 Web

Add to Enterprise Application: | <Mone>

|| Enable Contexts and Dependency Injection
Context Path: | /[DmpAdfs2JavaSample

< Back ][ MNext = ][ Finish ][ Cancel ][ Help
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5. Klik Finish
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6. Hgjreklik pa projektet og vaelg New Web Service Client. Indtast her et evt. package navn for klienten og

WSDL-adressen til servicen

-
O MNew Web Service Client

S

Steps

WSDL and Client Location

1. Choose File Type
2. WSDL and Client Location

Specify the WSDL file of the Web Service,

() Project:

() Local File:

@ WSDLURL: |leservice:8080,/DmpAdfs2JavaSamples/JavaSamplesService?wsd Set Proxy...

Specify a package name where the dient java artifacts will be generated:

Project: DmpAdfs2Javasamples
Package: mydient

Client Style: JAX-WS Style

|| Generate Dispatch code

lext = Finish ] [ Cancel ] [ Help
7. Klik Finish og Netbeans vil generere en klient til servicen
[ f5 Web Servicés
1[5 Web Service References
: mex
JavaSamplesService
E}--@ JavaSamplesService
EIE JavaSamplesPort
‘e @ Helloworld
[ | g Configuration Files
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Hgjreklik nu igen pa projektet og vaelg New Web Service Client. Indtast WSDL-url’en til enten DMPs
produktions- eller testmiljg. Bemaerk, der skal IKKE tastes noget i package name, da dette kan give

name clashes.

- TEST: https://log-in.test.miljoeportal.dk/adfsruntime/services/trust/mex [Field Code Changed

- Produktion: https://log-in.miljoeportal.dk/adfsruntime/services/trust/mex [Field Code Changed
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https://log-in.test.miljoeportal.dk/runtime/services/trust/mex
https://log-in.miljoeportal.dk/runtime/services/trust/mex

f O MNew Web Service Client ﬁ‘

Steps WSDL and Client Location

1. Choose File Type Spedify the WSDL file of the Web Service.

2.  WSDL and Client Location
() Project: Browse.
() Local File: e..

@ WSDLURL:  https:/flogin. test.milioeportal. dk/adfs fservices trust/mex

Spedify a package name where the dient java artifacts will be generated:

Project: DmpAdfs2JavaSamples
Package: -
Client Style: [ JAX-WS Style " |

|| Generate Dispatch code

MNext = [ Finishi ] [ Cancel ] [ Help ]
h
W New Web Service Client E3
Steps WsDL and Client Location
1. (Choose File Tvpe Specify the WSDL file of the Web Service.
2. 'WSDL and Client Location
" Project: I Browse. , .
™ Local File: I Bromse. ..
{+ WSDL URL: Iin.test.miljoeportal.ko'runtime,l'services,l'trust,l'mex
' IDE Regiskered: | Bromse. .,

Specify a package name where the client java artifacts will be generated:

Project: DnpIdentifylavasample

bl

Package:

[~ @enerate Dispatch code

= Back ext = | Einish I Cancel Help
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9. Klik Finish og Netbeans vil generere en klient til AD FS 2.0’en
-- (5 Web Services

=[5 Web Service References
- B mex
- @ securityTokenService

B8 CertificateWsTrustBinding_IWSTrust13Async
E UserMameWSTrustBinding_TWSTrust13Async

B8 IssuedTokenWSTrustBinding_IWSTrust13Async
JavaSamplesService
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10. Det er nu tid til at importere certifikater i trust stores pa klienten. Der skal importeres fglgende to
certifikater inklusive chains:
- Public key af krypteringscertifikatet til DMPs AD FS 2.0
- Public key af krypteringscertifikatet til servicen
Begge certifikater inklusive chains skal importeres til cacerts.jks’en i det glassfish domain
lgsningen er hosted i. | dette eksempel veelges default domain i en Glassfish installeret under
C:\Glassfish3, altsa bliver stien til cacerts.jks:
c:\glassfish3\glassfish\domains\domain1\config\cacerts.jks

Certifikaterne til DMP fglger med til de .NET-baserede samples, og er markeret her:

5| _z Solution 'DmpAdfs2DotMetSamples’ (4 projects)

4 ¥ Solution Iterns
&) DMP CA (TEST).cer
&= DMP CA.cer
& DMPSTStest client certificate (TEST).pfx
&[5 DMPSTStest client certificate.pfx
& dotnetsampleservice-encryption.dk.cer
Sl dotnetsampleservice-encryption.dk.pfx
&) dotnetsamplewebapp-encryption.dk.cer
& dotnetsamplewebapp-encryption.dk.pfx
&) godaddyl.cer
&5 godaddy2.cer
&) javasampleservice-encryption.dk.cer
@y keystorejks
&% MicrosoftIdentityModel.dll
&%, nunit.framework.dll
&5;] ocesca.cer
&_ﬁJ ocessystemtestea.cer
@ Password til PRX et
8] servicecommunication.miljoeportal.dk.cer
&) servicecommunication.test.miljoeportal.dk.cer
& tokensigning.miljoeportal.dk.cer
&) tokensigning test.miljoeportal.dk.cer

Alle fire_ certifikater importeres til cacerts.jks evt. via KeyStore explorer -> Tools -> Imported
Trusted Certificate.

Certifikatet til servicen importeres pa samme made, men verificer at hele kaeden til certifikatet
kommer med ind i keystore’t.
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11. Det er nu tid til at konfigurere Web Services klienten samt klienten til AD FS 2.0’en. Hgjreklik pa Web
Services klienten og vaelg Edit Web Service Attributes. Under Security vaelges Truststore... og alias’et for

servicens public key certifikat veelges:

O Truststore Configuration

S

Location; C:\glassfish3\glassfish\domains\domain 1\config\cacerts. jks

Truststore Password: esssssss

Alias: javasampleservice-encryption Load Aliases

Certificate Selector: ||

Browse...

Browse...

QK

H Cancel ]
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12. Klik OK. Fold nu Secure Token Service noden ud og fyld ind som anvist.
F |
(] JavaSamplesService S —— - M

Configure security, reliability and other WS-= features in the 'Quality Of Service' tab.Use the WSDL Customization tab to
customize WSDL to Java binding. Use the Wsimport Options to set certain JAXWS and JAXE code generation options. Press F1
on a header for details specific to its section.

Quality OF Service | WSDL Custemization | Wsimport Options |

Default Username:

Default Password:

SAML Callback Handler: Browse...

Timestamp Timeout {s): | 300 |

Key Obtention Iterations: | 1000

E Secure Token Service

Endpoint: http:/flogin. test. mijoeportal dkfadfs /services firustf 13/username

WSDL Location: https:;’;’Iogin.hest.miljoeporial.dk.u’adfs,.’servicesfh’ustfmeﬂ

m

Metadata: https: //login. test. miljoeportal dk/adfs/services/trust/mex
Service Name: SecurityTokenService

Port Name: UserMameWsTrustBinding_TWSTrust13Async
Mamespace:

WS Trust Version: [ 1.3 - ]
[ Share Token: W

[0]4 ][ Cancel ][ Help

Bemaerk, safremt det er produktionsmiljget der anvendes bruges adresserne:
- http://login.miljoeportal.dk/adfs/services/trust/13/username

- https://login.miljoeportal.dk/adfs/services/trust/mex
13. Klik OK. Web Services klienten er nu konfigureret.
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14. Hgjreklik pa klienten til AD FS 2.0’en (mex) og veelg Edit Web Service Attributes. Fold noden
”UserNameWSTrustBinding_IWSTrust13Async” og indtast brugernavn og adgangskode til DMP i

felterne:
—— )

i:] mex — S ——

Configure security, reliability and other WS-* features in the 'Quality Of Service' tab.Use the WSDL Customization tab to
customize WSDL to Java binding. Use the Wsimport Options to set certain JAXWS and JAXE code generation options. Press F1

on a header for details specific to its section.

Quality Of Service | WSDL Customization I Wsimport Dpﬁons|

O certificateWSTrustBinding_IWSTrust13Async Binding

£33 userNameWsSTrustBinding_ TWSTrust13Async Binding
|

Transport

Bl Security

[T Use development defaults
Keystore... Kerberos... Validators...

Authentication Credentials: :Sbﬁc v:

Default Username: |DMPSTStest

Default Password: (ssssssssssnssss

SAML Callback Handler: Browse...
Timestamp Timeout {s): 300
Key Cbtention Iterations: | 1000
[0]4 ] [ Cancel ] [ Help
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15. Klik pa Truststore... og vaelg public key af AD FS 2.0’ens servicecertifikatet — altsa enten:
servicecommunication.miljoeportal.dk.cer (produktion)
eller
servicecommunication.test.miljoeportal.dk.cer (test)

- -,
(] Truststore Configuration lé]
Location: C:\glassfish3\glassfish\domains\domain 1\config\cacerts. jks

Truststore Password: (esesssse

Alias: ste-test-public -
Certificate Selector:

[ Ok H Cancel ]

b

16. Klik OK. Klienten til AD FS 2.0’en er nu feerdigkonfigureret
17. For at teste klienten kan man evt. dragge en serviceoperation ind i den medfglgende index.jsp i web
applikationen i Netbeans som her:

<html>
<head>
<meta http-eguiv="C
<title>JSP Page</title>
</head>
<body>
<hl>Hello World!</hl>
<hr/>
<%-- start web service invocation --%><hr/>
=] <%
try {

client.JavaSamplesService service = new client.JavaSamplesService():
client.JavaSamples port = service.getJavaSamplesPort():

java.lang.S5tring result = port.helloWorld():

out.println ("Result = "+result):;

} catch (Exception ex) {

ex.printStackTrace ()
H
- >
<%—- end web service invocation —-%>
<hr/>
</body>
<,f'htm_'L>l
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